2. Issue X509Credential

This document describes how to issue the X509Credential for a UZI server certificate, used to
authenticate in several applications on Nuts/ use cases.

Introduction

Several applicatopns-on-nuts specify that care organizations are authenticated using a Verifiable
Credential containing their URA number. As the CIBG doesn’t issue these credentials yet, it’s
derived from the X.509 UZI Server Certificate in the form of an X509Credential.

The credential will then be used for 2 purposes:

e Registering on the Discovery Service, so other participants can resolve key material and
API endpoints of the care organization(s).
e Authenticating to other participants when enrolling patients and exchanging data.

The X509Credential will be issued to a DID (Decentralized Identifier) that resides in the Nuts node
into which the credential will be loaded. Afterward, the Nuts node can authenticate as the care
organization by presenting the credential.

The X509Credential will contain the UZI certificate itself, and the extracted (from the certificate)
URA, name, and locality of the care organization. The X509Credential is signed with the private key
backing the certificate. Note that the X509Credential will not contain the private key itself.

For non-production environments (test, acceptance), see the last section of this document.

Requirements

e DID (Decentralized Identifier) to which the X509Credential will be issued. Supplied by the
Nuts node hoster (usually the vendor).
e CIBG UZI Server Certificate:
o Full certificate chain (root CA certificate up until the leaf certificate) as PEM file
o Decrypted private key of the leaf certificate as PEM file
e A system with Docker installed to run nutsfoundation/go-didx509-toolkit
(https://hub.docker.com/r/nutsfoundation/go-didx509-toolkit)
o The source code of the Docker image can be found here: https://github.com/nuts-
foundation/go-didx509-toolkit
e For non-production environments: a checkout of https://github.com/nuts-
foundation/go-didx509-toolkit that can run a Bash script, with openssl installed.



Procedure

1. Run the following command from a directory that contains a directory called certs with
the certificate ( certificate.pem ) and private key ( privatekey.pem ) PEM files. Replace <did>
with the proper DID.

docker run --rm -v "$(pwd)/certs:/certs" \
nutsfoundation/go-didx509-toolkit:1.1.0 \
vc /certs/certificate.pem /certs/privatekey.pem \
"CN=UZI-register Private Server CA G1,0=CIBG,C=NL,2.5.4.97=#130e4e54524e4c2d3530303030353335" \
<did>

Note: check https://hub.docker.com/r/nutsfoundation/go-didx509-toolkit/tags for the latest version.

This yields an X509Credential in JWT format which can then be loaded into the care organization’s
credential wallet in its Nuts Node. E.g.:

eyJhbGciOiJQUzI1NilsimtpZCI6ImRpZDp4NTAS50jA6c2hhMju20nN6cU1hVHBURDZHTBhUNnJUOThIVjRiaEFvT2d55X
RFWIZ5c2tZeUxfUWM60NNhbjpvdGhlck5hbWU6Mi4xNi41MjguMS4xMDA3Ljk5LjIXMTAtMSOWLVMtMJE1IMTQtMDAuU
MDAWLTA60NN1YmplY3Q6TDpOaWV1d2VnZWIuOk86QW50b25pdXMIMjBaaWVrZW5o0dWIzIzAiLCJ0eXAiOiJKV1QiL
CJANWMIOIsiTUIJRDBgQONBcnFnQXd)QkFnSVVGVFBPK3BVazMyUVdzWXIMWWRSTFRtbFJXVmt3RFFZSktvWklodm
NOQVFFTEJRQXdHekVaTUJjROExVUVBd3dRUM1GclpTQIZXa2tnVW0O5dmRDQKRRVEFIRncweU5UQXhNamd4TmpF
eU1EUMFGdzB5TmpBeE1qZ3h0akV5TURSYU1JRORNVUI3UUFZRFZRUURERGXx0YmM5Sdm)tbDFjM3BwWId0bGJtaDF
hWE11WkdWMIpXeHZjRzFsYm5RAWFXNTBaV2R5WVhScGlyNHVIbTISWjJKcGFtcHZkUzVqYjlweEhEQWFCZ05WQKF
vTUUwWRNVKRzI1YVhWeklGcHBaV3RsYm1oMWFYTXhFekFSQmdOVk]JBY01DazVwWIhWM1pXZGxhVzR4Q2pBSUJnTI
ZCQVVUQVRBd2dnRWINQTBHQ1NxR1NJYjNEUUVCQVFVQUEOSUJEdOF3Z2dFSOFVSUJBUURORIRMbERPay9IU3NgN
WgrdE9Cb2IvUURISTIOTEFTRUIOTk9rOEpldnhmaW5aMkNySUJMMmM9QVUxOY1pyZHBGUXE4VXVGdnl0bVIOSVZM
OE1HZVpDRFNiOVMvQnhpZ1RJM3RUenhyRVdCUTIiIR3pazVIKd29BbHRaejNUV0O1nVUcwaTVoeklvUFRtMNRXQW1P
VXk3ZmUyZIdMNFUyQOIGWXhHbzRMVHZOcUphdHROZWRYN1IXTE5qVNNUSGE5eDJjM3NIWDFyUTV4bll1Z1V4Ulh
4bIFUVEXQVUV6MmMVyeFUxeTdDRk5LZDA1SGhoVVBqYUZSOUM5MXdCNDdRL2ZFekhuaEIUTBXT2dEUTJmMHNIW
VdiS010Q05aZ3VCWIRJRGIQCcORVSkZrczdpT30zMOcONW1vei9QN2NsWHV2YTIJMDZQcTdIRXV6K1dud2kxVjRLREF
nTUJBQUdqZ2FRd2dhRXdIUVIEVIIWbEJCWXdGQVI)S3dZQkJRVUhBdOVHQONzROFRVUZCd01DTUVBROEXVWRFUVE
1TURIZOSRWURWUVVGbOMOTUXESXVNVFILTIRJNEXqRXVNVEF3TNKkONU9TNHINVEV3TFRFAEIDMVRMVEI4TIRFME
xUQXdMakF3TUMwd01CMEdBMVVKRGARV0OJCUNQxSU5xc3NIdW1aTkROZmg5UDF6a3FteTBPakFmQmdOVKhTTU
VHREFXZO0JTYnNNjOUY4RGV6M1hgqSWNpWDNINXU2Y3RRU3ZUQU5CZ2txaGtpRzI3MEJBUXNGQUFPQOFRRUFoc3RY
elpBdm9WUUpsNGdMMEtxcUICQ1RMbURsYktGdmVhemd3SFVsOGkvVStLTNNUQ2tscDJVMO5FMXNuQmMVXNVIVR3
VXMzhVS2QzL0p4Zm5pdk9XZXhyeFIwYOpCY2I)YVhYNOZMSDYyNmIUbXhtZnpEblZFUUhWUVF4b1djSHhVbmIMWV
pXxTDQzK2hYekFiMWRxKzImaHN4djViSURDemwOSHFCRy90MIA3NOtsUVZOMzJMLOZTZ1c2TUINTFJDKOR6RXR5T25
kdOpYN2pSTmxpNGVPOWpXOHh2b25NelZwZmdHaGdjdVArLzlaYONJb2c1QW95dE)DTE54a2tibmROZnRZRktXQjZ
352xzeG5JRWNJTDFET2FPalArQnUwZStFRzZuSVdYK1MxakxVKzZjYjkOVXNrRHJhSOVmMUk9GQzIOWVILQkF4cDdwT



NVNUWNCVUE9PSIsIk1J]SUM5akNDQWQ2Z0F3SU)BZ0IVUkZDcVBYyTDNRUWRCTk9xa3dtWFdOZ3g5cGRRAORRWUp
LblpJaHZjTkKFRRUXCUUF3R3pFWk1CY0dBMVVFQXd3UVJtRnJaUOJWV2trZ1VtOXZkQOJEUVRBZUZ3MHIOREV4ATVRF
eE5ERTFNVGhhRncwek5ERXhNRGt4TkRFMU1UaGFNQNN4R1RBWEJNTIZCQU1INRUVaaGEyVWdWVnBKSUZKdmizU
WdJRMEV3Z2dFaU1BMEdDU3FHUOIIMORRRUJBUVVBQTRJQkR3QXdnZ0OVLQW9JQkFRRFQ1SjhnS2R5TUpOaTNjdUFt
SitNSUxyTXV3ckt5VF)ZaGpVVUZISG41cmNWYUhOMGh6QjZ2NXQ3NE50NDB4VVhSTMFVbURjY2xCSU9sd3Q4ZjYy
SkEycC9qODNFTmMZKTHJYdIV1IOU5SNVGhrcVp3Wjlkel)3SzdsM1VaQnE4TIRRVU83NFcOTT)xeDhuclhxMzFIV29neFVV
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jBWUNJFCc3RjVOFIdFJnWFARWDBFbEF4czBWcnN5Ni92djNwRXRYaHg4d2lyd2kyeFkxNGQ5SWg4SGRITkkrKzN3SW)
aejZXVk0zZkQ1UUZIVjJFWKJIK3NvbzBwZktgMnRIc2FEejNGUE11TXpJTHQ2VTZQVDRBTEIkKQWdNQKFBR2pNakF3TU
E4ROExXVWRFdA1FJTUFZQkFmMOENBUUF3SFFZRFZSME9CQIIFRkpleHowWHdON1BkZUloeUpmY2ZtN3B5MUJLOU1B
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aaNe2xzS4IM _NpchKGpprXqzROhliavZ6zjnd1GhDH3tq1RMXGBmMNQBwlon2Bk2bfB-30eGkEzhDvt5Mo08sBIDI-E-
4htqZx17UR6uC5) bVf4fklULxZzeUQ7-y7qeEz5bcyYOin3hKlecWDjRadyQvCxAjz21CQ

Additional procedure for non-
production environments



For non-production (e.g., test or acceptance) environments, CIBG issues test-grade certificates that
don’t match the actual care organization’s name, URA and locality. In those cases, a self-signed
test CA is used to self-issue a “fake” UZI server certificate. The self-signed test CA can be found in
the test ca directory in https://github.com/nuts-foundation/go-didx509-toolkit. Use the following
command (in the test ca directory) to issue a certificate:

.Jissue-cert.sh <domain (CN)> <name (O)> <locality (L)> <uzi> <ura> <agb>

Note that the values for domain, UZI and AGB are arbitrary and not used in the Shared Care
Planning ecosystem.

It outputs the generated certificate chain PEM file and private key PEM file in the out directory. Use
these in the procedure documented above.

Also, make sure to replace the DN of the certificate CA in the issuance command ( CN=UZI-register
Private Server CA G1... ) with "CN=Fake UZI Root CA" .

The command should then looks as follows:

docker run --rm -v "$(pwd)/certs:/certs" \
nutsfoundation/go-didx509-toolkit:1.1.0 \
vC /certs/somedomain-chain.pem /certs/somedomain.key \
"CN=Fake UZI Root CA" \
<did>
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