Configuration of
Nuts identity

This chapter provides a manual for the initial configuration of the Nuts-node for an organization. It
covers:

Identity creation (once per care organization)
Registration for a use case (once per care organization, per use case)

1. Create organization identity

2. Issue X509Credential

3. Load X509Credential into organization wallet

4. Discovery Service registration




1. Create organization identity

First, a new identity, with associated DID(s), needs to be created for the tuple (organization,

environment).

Perform the following REST API call. Note that subject is optional.

POST <internal Nuts interface>/internal/vdr/v2/subject

Content-Type: application/json

{"subject": "fooorg-acc"}

Using Nuts Admin

1. Log in to the organization’s Nuts Admin application. Click on “Identities”.

2. Click on the plus sign on the right side.

3. Enter the subject: it consists of the tenant, dash, short form of the environment (e.g.
fooorg-acc ). This will act as key when interacting with the Nuts node’s APIs for this
instance. Note: as deployments are isolated, theoretically, a static key could be used. But
having the tenant and environment in the name reduces the possibility of leakage due to

mixed-up environments.
4. Click on “Create Identity”.



2. Issue X509Credential

This document describes how to issue the X509Credential for a UZI server certificate, used to
authenticate in several applications on Nuts/ use cases.

Introduction

Several applicatopns-on-nuts specify that care organizations are authenticated using a Verifiable
Credential containing their URA number. As the CIBG doesn’t issue these credentials yet, it's
derived from the X.509 UZI Server Certificate in the form of an X509Credential.

The credential will then be used for 2 purposes:

e Registering on the Discovery Service, so other participants can resolve key material and
API endpoints of the care organization(s).
e Authenticating to other participants when enrolling patients and exchanging data.

The X509Credential will be issued to a DID (Decentralized Identifier) that resides in the Nuts node
into which the credential will be loaded. Afterward, the Nuts node can authenticate as the care
organization by presenting the credential.

The X509Credential will contain the UZI certificate itself, and the extracted (from the certificate)
URA, name, and locality of the care organization. The X509Credential is signed with the private key
backing the certificate. Note that the X509Credential will not contain the private key itself.

For non-production environments (test, acceptance), see the last section of this document.

Requirements

e DID (Decentralized Identifier) to which the X509Credential will be issued. Supplied by the
Nuts node hoster (usually the vendor).
o CIBG UZI Server Certificate:
o Full certificate chain (root CA certificate up until the leaf certificate) as PEM file
o Decrypted private key of the leaf certificate as PEM file
e A system with Docker installed to run nutsfoundation/go-didx509-toolkit
(https://hub.docker.com/r/nutsfoundation/go-didx509-toolkit)
o The source code of the Docker image can be found here: https://github.com/nuts-
foundation/go-didx509-toolkit
e For non-production environments: a checkout of https://github.com/nuts-
foundation/go-didx509-toolkit that can run a Bash script, with openssl installed.



Procedure

1. Run the following command from a directory that contains a directory called certs with
the certificate ( certificate.pem ) and private key ( privatekey.pem ) PEM files. Replace
<did> with the proper DID.

docker run --rm -v "$(pwd)/certs:/certs" \
nutsfoundation/go-didx509-toolkit:1.1.0 \
vc /certs/certificate.pem /certs/privatekey.pem \
"CN=UZI-register Private Server CA
G1,0=CIBG,C=NL,2.5.4.97=#130e4e54524e4c2d3530303030353335" \

<did>

Note: check https://hub.docker.com/r/nutsfoundation/go-didx509-toolkit/tags for the latest version.

This yields an X509Credential in JWT format which can then be loaded into the care organization’s
credential wallet in its Nuts Node. E.g.:

eyJhbGci0iJQUzIINiIsImtpZCI6IMRpZDp4NTA50jA6c2hhMjU20nN6cU1hVHBURDZHT jBhUnJUOTh1VjRiaEFvT2d5SX
RFW1Z5c2tZeUxfUWM60NNhbjpvdGhlck5hbWU6Mi4xNi41MjguMS4XMDA3L] k5L IXMTATMSOWLYMtMjEIMTQtMDAUMDAW
LTAGONN1YmplY3Q6TDp0aWV1d2VnZWlu0k86QW50b25pdXM1MjBaaWVrZW50dWlzIzAiLCI0eXA101IKV1QiLCI4NWMi0l
siTUTJRDBgQONBcnFnQXdJQkFnSVVGVFBPK3BVazMyUVdzZWXTMWWRSTFRtbFIXVmt3RFFZSktvWklodmNOQVFFTEJRQXdH
ekVaTUJjROExVUVBA3dRUmM1Gc1pTQlZXa2tnVWO5dmRDQKRRVEF1RncweU5UQXhNamd4TmpFeUlEUMFGdzB5TmpBeE1qZ3
h0akV5TURSYU1JRORNVU13UUFZRFZRUURERGx0Ym5SdmJtbDF jM3BwW1dObGItaDFhWE11WkdWMlpXeHZjRzFsYm5RAWFX
NTBaV2R5WVhScGIyNHV1bT15W]jIKcGFtcHZkUzVqYjIweEhEQWFCZO5WQkFvTUUWRNVKRZz11YVhWek1GcHBaV3RsYmloMW
FYTXhFekFSQmdOVkIBYO1DazVwWlhWM1pXZGxhVzR4Q2pBSUInT1ZCQVVUQVRBA2dnRWINQTBHQINXRINIYjNEUUVCQVFV
QUEOSUJEdOF3Z2dFSOFvSUJBUURORLRMbERPay9 TU3NgNWgrdE9Cb21vUURrSTLoTEFTRULOTKIrOEpldnhmawW5aMkNySU
JMMmM9QVUxX0Y 1pyZHBGUXE4VXVGAn10bVIOSVZMOE1IHZVpDRFNiOVMvQnhpZ1RIM3RUenhyRVACUT1iR3pazZV1Kd29BbHRa
ejNUVe1nVUcwaTVoek1lvUFRtMNRxQW1PVXk3ZmUyZ1dMNFUyQO1GWXhHbzRMVHZ0cUphdHROZWRYN11XTE5qVnNUSGE5eD
JjM3NIWDFyUTV4b111Z1V4Ulh4b1FUVEXQVUV6MMVyeFUxeTdDRK5LZDA1SGhoVVBqYUZSOUM5MXdCNDARL2ZFekhuaEll
UTBXT2dEUTImMHN1WVdiS010Q05aZ3VCWIRIRGIQCORVSkZrczdpT30zMOcONW1vei9QN2NsWHV2YT1IMDZQcTd1RXVEK1
dud2kxVjRLREFNTUJIBQUdqZ2FRd2dhRXdIUVIEV1IwbEICWXdGQV1IS3dZQkIRVUhBAOVHQONZROFRVUZCAO1DTUVBROEX
VWRFUVELITURTZO5RWURWUVVGbOMOTUXESXVNVFLITTRINEXQRXVNVEF3TnkONU9TNHINVEV3TFRFAE1IDMVRMVE 14T 1RFME
xUQXdMakF3TUMwdO1CMEdBMVVKRGARVOJICUNQxSU5xc3N1dWlaTkROZmg5UDF6a3FteTBPakFmQmdOVKhTTUVHREFXZOJT
YnNjOUY4RGV6M1hqSWNpWDNINXU2Y3RRU3ZUQU5CZ2txaGtpRz 13MEIBUXNGQUFPQOFRRUFoc3RYelpBdm9WUUp sNGAMME
txcULCQ1RMbURsYktGdmVhemd3SFVsOGkvVStLTNNUQ2tscDIVMO5FMXNuQmVXNV1VR3VXMzhVS2QzLOp4Zm5pdk9XZXhy
eFIwYOpCY21IYVhYNOZMSDYyNmlUbXhtZnpEb1ZFUUhWUVF4b1djSHhVbmIMWVpxTDQzK2hYekFiMWRxKzlmaHN4djViSu
RDemwOSHFCRY90M1A3NOtsUVZOMzIMLOZTZ1c2TUINTFIDKORGRXR5T25kd0pYN2pSTmxpNGVPOWpXOHh2b25NelZwZmdH
aGdjdVArLz1laYONIb2c1QW95dEIDTES4a2tibmROZNRZRKtXQjZ352xzeG5JRWNITDFET2FPalArQnUwZStFRzZuSVdYK1
MxakxVKzZjYjkOVXNrRHIhSOVMUk9GQz1OWVILQkF4cDdwTnVnUWNCVUE9PSIsIk1ISUM5akNDQWQ2ZOF3SUJIBZO1VUkZD



cVBYTDNRUWRCTk9xa3dtWFd0Z3g5cGRRAORRWUpLb1pJaHZj TkFRRUXCUUF3R3pFWk1CYOdBMVVFQXd3UVItRnJaU®JIWV2
trZ1Vt0XZkQO0JEUVRBZUZ3MHLOREV4TVRFeE5ERTFNVGhhRncwek5ERXhNRGt4TKRFMU1UaGFNQNN4R1RBWEINnT1ZCQU1N
RUVaaGEyVWdWVnBKSUZKdmIzUWdRMEV3Z2dFaU1BMEdDU3FHUOTiMORRRUIBUVVBQTRIQkR3QXdnZOVLQWIIQkFRRFQ1S]
hnS2R5TUpO0aTNjdUFtSitNSUxyTXV3ckt5VFIZaGpVVUZISG41cmNWYUhOMGh6Q3jZ2NXQ3NE5SONDB4VVhSTmFVbURjY2xC
SU9sd3Q4ZjYySkEycC9qODNFTmZKTHIYd1V10USNVGhrcVp3WjlkelJ3SzdsM1VaQnE4TLRRVU83NFcOTTIxeDhuclhxMz
F1V29neFVVSUZjMVhPUMg1ZWN1YmVMNW1VYjIFN1VsbURtTmdtMmZHZVNtbW1ZzOHppZUkrs0tZT2hpL2hZdH1laXhyZzdy
eFAOdjBWUNJFc3RjVOFLdFInWFARWDBFbEF4czBWcnN5N192d jNwRXRYaHg4d2Iyd2kyeFkxNGQ5SWg4SGR1TkkrKzN3SwW
JaejZXVk0zZkQlUUZIV]jIFWkIIK3NvbzBwZktgMnRIc2FEejNGUE11TXpJTHQ2VTZQVDRBTELKQWdANQkFBR2pNakF3TUE4
ROEXVWRFA1FITUFZQkFmOENBUUF3SFFZRFZSME9CQ11FRkpleHowWHdON1BkZUloeUpmY2ZtN3B5MUJLOU1BMEdDU3FHU®
1iMORRRUJIDd1VBQTRIQkFRQWhscGt6Njh4MmRHCEOMWDNGekFi0EV1IK1kyT1YrUldGcHNNRTlaVkRVMDZKRVRQZ1BDajAy
UEg4MmxnVW5jNGplUjgxc1lBTcOTOMNNzcWOYyUzR6YjAYTmIwNTK1YOFxQOt2bUImRWM5aFBQVzJ1Z3B0eFQ4WLIVNEXLcn
FwVjRuSjZuQnZEcW1HdUg1dXE5Tmc5bD1Thk0zZUttZFpOSktjK1p0QVBLeFZBaXVITFRkcjZXMVibUtvWkFSUVEWSkxr
Rm5aT3huVWtyOHBRZnhVekVIVWtIZzIkV2FhSS80d280UG5pN3hYZ2dGb1BEcFZ6dHUvaVAzM1hCTHFYSnd4eEhYaHES5bm
M5STUva@®VYRHQ3ajhFZ2955m83SmpTS2NgcFImcEd rRTVncXFCNFNhOHABcOFQVUszallyZXV5dGxsQXRRVVpSYKNOSGI4
Y2xjOX1BI10sIngldCI6Ik15UjBhb1dHWDC2WEVTA3FCV1pfQkM4T2ExdyJ9.eyJ1eHALIOjE3Njk2MTY3MjQsImlzcyI6I
mMRpZDp4NTA50jA6c2hhMjuU20nN6cU1hVHBURDZHTjBhUnJUOTh1VjRiaEFvT2d5SXRFW1Z5c2tZeUx fUWM60nNhb]jpvdGh
1ck5hbWU6Mi4xNi41MjguMS4XMDA3L k5L  IXMTATMSOWLVMtM]EIMTQtMDAUMDAWLTA60NN1YmplY3Q6TDpOawWV1d2VnZ
WluOk86QW50b25pdXM1MjBaaWVrZW50dWlzIiwianRpIjoiZGlkOng1lMDk6MDpzaGEYNTY6c3pxTWFUCG5ENKAOMGFSc1Q
50GVWNGJoQW9PZ31JdEVaVnlzall5TF9RYz06c2FuOm90aGVyTmFtZToyLjE2LjUy0C4XLjEWMDcuOTKuMjEXMCOXLTAtU
yOyMTUXNCOWMC4wMDAtMDo6c3ViamVjdDpMOk5pZXV3ZWd1lawW46TzpBbnRvbmllcyUyMFppZWtlbmhlaXMjZjcwODVhZDE
tYTQ4Mi00OMjU4LWESNDgtYWQ5YTdiMjRmZDZkIiwibmImIjoxNzM5NDQyODQ1LCIzdWIi0ilkaWQ6d2ViOmFudGuaXVze
mlla2VuaHVpcy5kZXZ1bGO9wbWVudC5pbnR1Z3JhdGlvbi56b3InYmlgam91LmNvbTpudXRzOmlhbTozYmYxY2NmMSOwMWI
5LTRMNDUtYTA2Yy05NTdkMGIWZWIjOTkiLCI2YyI6eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemcvMjAx0C9]c
mVKZW50aWFscy92MSJdLCJ jcmVkZW50aWFsU3ViamVjdCI6W3siaWQi0iJkaWQ6d2ViOmFudGOuaXVzemlla2VuaHVpcy5
kZXZ1bG9wbWVudC5pbnR1Z23JhdGlvbi56b3InYmlgam91lLmNvbTpudXRzOmlhbTozYmYxY2NmMSOWMWISLTRMNDUtYTA2Y
yO5SNTdkMGIWZW]jOTkiLCIzYW4i0nsib3RoZXJOYW11IjoiMi4xNi41MjguMS4xMDA3L k5L IXMTAtMSOWLYMtMjEIMTQ
tMDAUMDAWLTALfSwic3ViamVjdCI6eyIMIjoiTml1ldXd1Z2VpbiIsIk8i0iJBbnRvbmllcyBaaWVrZW50dWlzIn19XSwid
HlwZSI6WyJWZXIpZmlhYmx1Q3J1ZGVudGlhbCIsI1gIMD1DcmVkZW50aWFsI119fQ.Ij01udVtlnFfEN6qs3ZjTmCyUyCE
PSyJHaBApZeMdhPJ8mtoqSQk6xsr8c4vmQhYfHCILkibROy2DvuzX13kstsn3vDeidosIRf yTxChUUalb2FQMLBc-
t2101PGIj2B7WMhbbRE1PMDrVAUN2 fwvInOV5XMVIstzzNKRIDdFoZ3dr4f0oG-

aaNe2xzS4IM NpchKGpprXqzR0OhliavZ6zjnd1GhDH3tqlRMXGBmNQBwlon2Bk2bfB-30eGkEzhDvt5M0o8sB1DI-E-
4htqZx17UR6uUC5] bVf4fklULxZzeUQ7-y7g9eEz5bcyY0in3hKlecWDjRa4yQvCxAjz2ICQ

Additional procedure for non-
production environments

For non-production (e.qg., test or acceptance) environments, CIBG issues test-grade certificates that

don’t match the actual care organization’s name, URA and locality. In those cases, a self-signed



test CA is used to self-issue a “fake” UZI server certificate. The self-signed test CA can be found in
the test ca directory in https://github.com/nuts-foundation/go-didx509-toolkit. Use the following
command (in the test ca directory) to issue a certificate:

./issue-cert.sh <domain (CN)> <name (0)> <locality (L)> <uzi> <ura> <agb>

Note that the values for domain, UZl and AGB are arbitrary and not used in the Shared Care
Planning ecosystem.

It outputs the generated certificate chain PEM file and private key PEM file in the out directory.
Use these in the procedure documented above.

Also, make sure to replace the DN of the certificate CA in the issuance command ( CN=UZI-register
Private Server CA Gl.. ) with "CN=Fake UZI Root CA" .

The command should then looks as follows:

docker run --rm -v "$(pwd)/certs:/certs" \
nutsfoundation/go-didx509-toolkit:1.1.0 \
vc /certs/somedomain-chain.pem /certs/somedomain.key \
"CN=Fake UZI Root CA" \

<did>



3. Load X509Credential into
organization wallet

To load the credential into the Nuts node via its REST API, perform the following HTTP request:

POST <internal Nuts interface>/internal/vcr/v2/holder/<subjectID>/vc

Content-Type: application/json

"<JWT>“

Replace <subjectID> with the subject, and <JwT> with the credential in JWT format (a JSON string
enclosed in double quotes)

Using Nuts Admin

Log in to the care organization’s Nuts Admin application.

Click on “ldentities”.

Click on the wallet to load the credential into (there should be only one).
Click on “Load Credential”.

Enter/paste the credential in the input field.

Click on “Load credential”.

ok whNH



4. Discovery Service registration

Before another party can interact with you, they will first need to find your endpoints. The
discovery service in the Nuts node helps you. You do this once per organization, per use case.

Using API

POST <internal Nuts interface>/internal/discovery/vl/<servicedefinition-id>/<subject-id>

Content-Type: application/json

{

"registrationParameters": {
"abc": "xyz",
"someparameter": "somevalue"

}

}

Replace <servicedefinition-id> with the servicedefinition-id and replace <subject-id> with the

subject-id of the organization.

44 For each use case a discovery service definition is specified that specifies the
servicedefinition-id and the registrationParameters.

Using Nuts Admin

to do



